IMpunoxenune Ned

Kk [Tpukasy Ne H;MT «16» nrons 2020 r.
VYTBepxaaro
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CBEJIEHUS

O PEAJIMBYEMbBIX TPEBOBAHUSAX
K SAIIIMTE IIEPCOHAJIBHBIX
JAHHBIX B O00 «kKMY Pyc»



00O «KMY Pyc» B COOTBETCTBHH C AEHCTBYIOLIMM 3aKOHOAATENLCTBOM Poccuiickoii denepauyu
pa3paboTaH M BBElEH B JEHCTBHE KOMIUIEKC OpPraHH3allAOHHO-TEXHHYECKHMX Mep Mo 06ecneueHHIo
6€30MaCHOCTH NMEPCOHAIBHBIX JIaHHBIX:

1. Oprann3zannonnbie MepbI:

v/ Ha3HaYeHO JIMLIO, OTBETCTBEHHOE 33 OPraHU3aLMIO 06PaGOTKH NEPCOHATPHBIX JaHHBIX;

v OpraHu30BaHbI MEpPONPUATHS 10 CGOPY, XPaHEHHIO H 06PabOTKe NEPCOHATBHBIX NAHHBIX B
COOTBETCTBHMH ¢ TpeOOBaHUAMH 3aKoHOzATeNbCTBA PD, a Takke MO 3allUTe NEPCOHATBHBIX JAHHBIX OT
HENPaBOMEPHOrO WM CIIy4allHOro NOCTYNa K HHM, YHMYTO)XKCHHS, M3MEHEHHs, OJIOKMpOBaHUs,
KOMUPOBaHMS, paCpOCTPaHEHHS MEPCOHABHBIX JaHHbIX;

v/ noseneHsl (03HaKOMIIEHbI) 0 cBefeHus paboTHukoB OO0 «KMY Pyc» HopMmaTHBHO-
NpaBoOBbIE aKThl 110 BOMpocaM O0OpabOTKM NEPCOHANBHBIX NaHHBIX, TPEOOBaHHA K 3allMTE
NEePCOHANBHBIX IAHHBIX, IOKYMEHTBI, ONpeieNsonye MOJIUTHKY ONepaTopa B OTHOLIEHUH 06paboTku
NEPCOHAIBHBIX JAHHBIX, JIOKAJILHBIE AKTHI 110 BONPOcaM 00paboTKH NMepCOHaIbHBIX AaHHBIX;

v pa3srpaHHYeHBI IpaBa JOCTyNa COTPY/AHHKOB K 6a3e NepCOHANBHBIX JAHHBIX;

v’ pa3paGoTaHbl M BBEJEHbl B JEHCTBHE MONOXKEHMS M MHCTPYKUMH 06 oGpaborke
NEPCOHANIBHBIX AAHHBIX U MX 3alIHTE;

v NpOM3BOJHMTCS BHYTPEHHHMI KOHTpONb M (WIM) AayAMT COOTBETCTBMS 06PaGOTKHM
NEePCOHANBHBIX AAHHBIX TPEOOBAHHMSAM 3aKOHOB, TPEOOBAHHMSAM K 3alUMTE MEPCOHATIBHBIX JaHHbIX,
TIOJIUTHKE OMepaTopa B OTHOLIEHHH 00pabOTKH NEPCOHAIbHBIX JAHHBIX, JIOKAJIbHBIM aKTaM OIepaTopa;

v\ MpOM3BOIMTCS OLEHKA BPEAa, KOTOPbIH MOXET ObITh MPHUMHEH CYOHEKTy NepCOHATBHBIX
JAAaHHBIX B ClTyyae HapylIEHHs 3aKOHOJATENbCTBA B 00JIACTH MEPCOHAJIBHBIX JAHHBIX, COOTHOIIECHHUE
YKa3aHHOro BpeJla ¥ NMPUHMMAEMbIX ONEpPaTOPOM Mep, HalpaBJIEHHBIX Ha OOECII€YEeHHE BHINOIHEHHS
00s13aHHOCTE#, MPEeXYCMOTPEHHBIX 3aK0OHOM PD;

v’ omy6nuKoBaHbl WIM ObecnieueH HHbIM 06pa3oM HEOrpaHHYEHHBIH JOCTYN K MONHUTHKE
OrepaTopa B OTHOIICHHH OOPaGOTKH NEPCOHANbHBIX MAHHBIX M K CBEJICHHAM O pPEalH3yeMbIX
TpeOOBaHMAX K 3alLHUTE NEPCOHANLHBIX JAHHBIX;

v' OCYIIECTBJISETCS KOHTPO/Ib 3a IPMHMMAEMBIMH MEpaMH 110 obecreueHHIo 6e301acHOCTH
NEPCOHAIBHBIX JAHHBIX ¥ YPOBHS 3aIMLICHHOCTH HHPOPMALIHOHHBIX CHCTEM MEPCOHATIBHBIX JaHHbIX.

2. Texan4uecKkne Mepbi:

v’ ofecreunBaeTcs OXpaHa MECT XPaHEHHS TIEPCOHAIBHBIX JaHHBIX;

v’ BEJETCA yueT MalIMH HOCHTENIeH MePCOHANBHBIX NaHHbIX;

v/ ompezeneH THI yrpo3 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX;

v\ peanu3oBaHbl TpeGOBaHMS K 3alIMTE TNEPCOHANBHBIX JAHHBIX HCXOAA H3 YPOBHS
3aLMLICHHOCTH NMEPCOHAIBHBIX JaHHbIX;

v\ NPUMEHSIOTCS CPeACTEA 3alUThl MHYOPMALMH, MPOLIEIMX B YCTAHOBJICHHOM MOPAKE
NPOLIEAYPY OLIEHKH COOTBETCTBHS;

Npou3BeieHa OLeHKa 3 (PEeKTUBHOCTH IPHHUMAEMBIX Mep IO oGecnequmo 6e30macHOCTH
NEPCOHANIBHBIX JaHHBIX;

v/ OCYIIECTBIIfETCS Pe3ePBHOE KOMMPOBaHHE 6a3 NaHHBIX, CONEPXKALMX MEPCOHAJIbHBIE
J@HHbIC, VI BO3MOXHOCTH X BOCCTAHOBJICHHS NMPH MOAM(UKALMH WIH YHHYTOKEHHS BCJIEICTBHE
HECaHKLIMOHMPOBAHHOI'O JOCTYMA K HUM;

v/ BBE/ICHA NApOJIbHAS MOIMTHKA, YCTAHABIMBAIONIAA 06A3aTEBHYIO CIIOKHOCTD U
TIEPHOAMYHOCTD CMEHbI NAPOJIs;

v/ yCTaHOBJIEHBI MPaBUIa AOCTYNA K NEPCOHAbHBIM JaHHBIM;

v obecneueHsl perucTpauus U yyeT JeHCTBUI, COBEpIIAEMBIX ¢ MEPCOHAIbHBIMU JAHHBIMH
B HH()OPMALIMOHHOM CHCTEME MEPCOHANIbHBIX JAHHBIX;

v\ YCTaHOBJIEHBI CPEACTBA 3aLIMTHI HH(OPMAIHH, MpOLIEJUING B YCTAHOBJIEHHOM MOpsi/IKe
TIPOLIEAYPY OLIEHKH COOTBETCTBHS,;

v yCTaHOBJIEHBI CPECTBA AHTUBMPYCHOM 3aIIUTHI;

v YCTaHOB/IEHBI CPEACTBA MEXKCETEBOTO SKPAHHPOBAHMS.

v/ OpraHW30BaHbI pa3rpaHMuY€eHHs TIPaB NONb30BaTelIeH Ha YCTAHOBKY cTopoHHero [10,
YCTaHOBKY aImapaTHbIX CPEJCTB, MOAKITIOYEHHS MOOWIBHBIX YCTPOMCTB M BHELIHUX HOCHUTEJICH,
YCTaHOBKY M HacTpoiky snemeHToB MCII/IH 1 cpencTs 3amuThl;

v\ obGHapyxeHHe (AKTOB HECAHKIIMOHMPOBAHHOIO JOCTYNa K MEPCOHAIBHBIM AAHHBIM H
NIPUHATHEM MeEp, B TOM YHCJIE MEp 1O 0OHapYKEHHIO, MPEAYNPEKIACHHIO H TMKBUAALMH TIOCIEACTBHIH
KOMIIBIOTEPHBIX aTak Ha HHYOPMALIMOHHBIE CHCTEMBI MEPCOHAJIBHBIX JAHHBIX M 110 PEarHpOBaHHIO HA
KOMITBIOTEPHBIE HHLIUICHTHI B HHX.






